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Background: Hospital management must focus on maintaining preparedness and ensuring a 
safe environment for both staff and patients during crises. This study aimed to determine the 
dimensions of risk management in chemical, biological, radiological, nuclear, and explosive 
(CBRNE) incidents for hospital preparedness and public health. 

Materials and Methods: This scoping review examined studies from various online databases, 
including Web of Science, PubMed, Scopus, Cochrane, Springer, and ProQuest journals, 
as well as Iranian databases such as SID, Magiran, and Google Scholar. Three independent 
reviewers conducted study selection, quality assessments, data extraction, and data analysis. 
The inclusion criteria encompassed studies investigating risk management programs related 
to CBRNE incidents in hospitals. In contrast, studies conducted outside the health system and 
articles in non-English and non-Persian languages were excluded.

Results: A total of 39 studies with consistent purposes and data collection methods were 
included in the analysis. The findings indicated that the dimensions and characteristics of risk 
management in the context of CBRNE incidents in hospitals could be classified into three main 
areas: “Employees, systems, materials, and equipment”. 

Conclusion: Effective management of CBRNE incidents requires a comprehensive, 
multifaceted approach, with particular emphasis on staff preparedness, organizational structure, 
and materials and equipment. Policymakers should prioritize these dimensions to ensure that 
hospitals and health institutions can allocate resources effectively, implement requirements, 
and establish suitable infrastructure, thereby enhancing their performance during crises and 
ultimately contributing to the health and safety of the community
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Introduction

he World Health Organization (WHO) has 
consistently urged governments to take se-
rious measures to enhance the preparedness 
of hospitals and health centers for accidents 
and disasters. Human health is emphasized 

in various international documents, including the Sendai 
Declaration of 2015, which references health approxi-
mately 30 times. It highlights the necessity for resilience 
in the health sector, training for health workers, and the 
integration of risk management policies across all levels 
of prevention [1]. A lack of planning and organization 
to address accidents, inadequate hospital preparedness, 
and insufficient staff training to manage crises can lead 
to irreparable damage to the country’s health system [2].

Chemical, biological, radiological, and nuclear 
(CBRNE) incidents are among the most significant 
threats to health systems and undermine the foundations 
of security [3]. The use of these agents in terrorism and 
military operations over the past few decades has inten-
sified the need for healthcare and medical personnel to 
be equipped with the knowledge and skills necessary to 
manage casualties of modern warfare. Enhancing the ca-
pabilities and preparedness of specialized teams requires 
developing treatment guidelines, providing practical 
training, and establishing specialized facilities and sup-
port systems [4].

It is essential for all healthcare centers to be prepared 
to respond to CBRNE incidents. However, most medical 
facilities in many countries are not adequately equipped 
to handle large numbers of these incident casualties. For 
many staff members, this represents an unknown and of-
ten intimidating scenario. Most emergency departments 
lack the capacity to decontaminate hazardous agents and 
do not have designated decontamination environments. 
Moreover, existing facilities may be basic and could 
quickly become overwhelmed if faced with a significant 
number of casualties [4, 5].

Risk management is the process of adopting policies 
and procedures to accept, identify, assess, control, mini-
mize, or reduce identified risks, as well as to select and 
implement appropriate options [6]. It serves as a tool to 
enhance the quality of healthcare services and mitigate 
risks in hospitals and healthcare centers, making it increas-
ingly important [7]. In the context of CBRNE incidents, 
it encompasses several dimensions: Human resources, 
organizational structure, physical space, internal and ex-
ternal hospital coordination, procedures and processes, 
and equipment [8]. The CBRNE incident risk manage-

ment security cycle provides a framework illustrating the 
connections among the various stages, including specific 
measures for prevention, preparedness, response, and re-
covery [9]. By enhancing their capacities and standards, 
hospitals can better prepare for these incidents. To main-
tain preparedness for these crises, it is essential to provide 
and maintain diagnostic and therapeutic equipment, medi-
cations, and personal protective equipment. Additionally, 
effective management can be achieved through the timely 
formation of crisis committees, flexible decision-making, 
and the management of staff emotions and motivation [8]. 
Hospital management’s focus on risk management is cru-
cial for delivering quality care and creating a safe environ-
ment for both staff and patients [10].

There is a significant research gap regarding risk man-
agement in CBRNE incidents. Chemical, biological, 
radiological, nuclear, and explosive events are notable 
for their unpredictability, rapid evolution, and potentially 
massive impacts. The uncertainty and rapid transforma-
tion of such scenarios require real-time, adaptive, and 
robust strategies. However, current research and practice 
often fall short in fully developing or operationalizing 
such approaches [5, 11].

A recent review conducted in Iran provides valuable 
insights into regional and global hospital preparedness 
for CBRNE incidents. In this study, nine main catego-
ries affecting preparedness were identified: Resources, 
training and exercise, contamination control and treat-
ment, coordination, assessment, planning, and classifi-
cation, and guidelines, casualty management, communi-
cations and information systems, structure, and hospital 
management [12]. Another study, offering a broader 
geographical perspective and emphasizing practical pre-
paredness improvements in hospitals, underscores the 
need for policy and government support to adequately 
equip healthcare facilities for CBRNE threats [5].

The element of surprise associated with such incidents 
and their consequences can be attributed to a lack of 
awareness about the dimensions and characteristics of risk 
management, as well as insufficient resources, planning, 
and prior preparation [13]. Hospitals and public health 
systems may remain unprepared for complex CBRNE in-
cidents, leading to delayed or ineffective responses. Lack 
of clear strategies can result in higher casualties, greater 
environmental damage, and prolonged societal disrup-
tion. Without a comprehensive framework, policymakers 
may struggle to develop effective, coordinated measures, 
undermining overall safety and resilience. Inefficient 
response plans could lead to misallocation of resources, 
further jeopardizing public health and safety.

T
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This research identifies specific risk management com-
ponents across four domains—prevention, prepared-
ness, response, and rehabilitation—covering personnel, 
systems, materials, and equipment, and enhances orga-
nizational strategies to provide insights for more precise, 
context-specific hospital and public health readiness. To 
date, no other study offers a comprehensive breakdown 
of the dimensions and components of risk management 
specifically for CBRNE accidents. In addition to outlin-
ing these elements, the study offers practical guidance for 
hospitals and medical centers, helping them understand 
the actions needed at each stage. The need for this study 
is amplified by growing CBRNE risks in future warfare 
and potential community epidemics. Ignoring these is-
sues could cause serious, irreparable societal damage. 
Conversely, timely and necessary measures can signifi-
cantly reduce vulnerability. This study aims to identify 
and clarify the key dimensions of risk management in 
CBRNE incidents and to provide a structured framework 
to enhance hospital preparedness and public health re-
sponses. It seeks to address gaps in existing protocols, 
standardize strategies, and improve hospitals’ and health 
systems’ ability to manage emergencies effectively.

Materials and Methods

This scoping review was conducted using the Arksey 
and O’Malley framework, which includes six steps: 
Identifying the research question, identifying relevant 
studies, selecting and screening studies, scoping and or-
ganizing data, summarizing the findings, and reporting 
the results. An optional step is to consult with experts 
on the findings. This approach facilitates a thorough yet 
comprehensive exploration of the topic [14]. Identifying 
the research question: As with systematic reviews, the 
starting point in this method is to identify the research 
question, based on which search strategies are built. It 
should also be determined which aspect or aspects of the 
research question are most important. The study ques-
tions include the following: What are the characteristics 
of risk management programs in the field of (CBRNE) 
in hospitals in other countries? What dimensions do they 
cover? What are the basic and important characteristics 
of their constituent elements?

Identification of relevant studies 

In general, the focus of an extensive review is to identify 
primary studies (published and gray) and review studies 
suitable for answering the main research question as 
comprehensively as possible. Effective research begins with 
identifying core keywords related to the research question 
or area of interest. This process involves breaking down the 

question into its main concepts and subsequently expanding 
them by incorporating synonyms or related terms. Tools such 
as thesauruses, reviews of relevant literature, and Medical 
Subject Headings (MeSH) in PubMed were used to identify 
suitable synonyms and alternative terms, thereby broadening 
the search scope. When selecting databases, it was important 
to choose those most relevant to the specific field or topic. 
In the present study, appropriate primary keywords and 
their combinations, such as risk management, hospital 
incident, hospital risk reporting, incident reporting, CBRNE, 
chemical, biological, nuclear, radiological, explosive, 
accidents, hospital, in various databases, such as Web of 
Science (WoS), PubMed, Scopus, Cochrane, and Springer, 
ProQuest journals, Iranian databases: Scientific Information 
Database (SID), Magiran, and Google Scholar, were used to 
conduct a search and select all published articles and reports 
in this field. The search was conducted in April 2024 with no 
restriction on publication date. In addition, a manual search of 
journals and sources of selected articles was conducted, and 
organizational reports, published government documents, 
websites, and other available information and gray literature 
were also reviewed. Conducting searches within these 
databases generally involved using Boolean operators 
(AND, OR, and NOT), which facilitated the refinement 
and expansion of search results. Mastery of these strategies 
improved the efficiency and comprehensiveness of literature 
searches, enabling retrieval of relevant, high-quality sources 
for the research inquiry. Based on the search, approximately 
4,803 related articles were obtained (Figure 1).

Selection/screening of studies 

All stages of article selection and screening were carried out 
separately by two members of the research team. Disagree-
ments were resolved through discussion and, if necessary, re-
ferred to a third party with more information and experience. 
First, the titles of all studies were reviewed, and articles that 
were incompatible with the study objectives were excluded. 
In the next step, the abstracts and full texts of the articles were 
reviewed to identify and exclude studies that did not meet 
the exclusion criteria and were weakly related to the study 
objectives. The preferred reporting items for systematic re-
views and meta-analyses (PRISMA) evaluation tool was also 
used to select papers. This study was conducted without time 
limits and according to the specified inclusion and exclusion 
criteria. The inclusion criteria included studies addressing 
CBRNE risk management programs in hospitals and health-
care settings. The exclusion criteria included studies unre-
lated to hospitals or healthcare settings; studies addressing 
non-CBRNE incidents; and articles published in languages 
other than English or Persian.
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Data scoping/categorization 

This stage involves arranging key items obtained from 
the reviewed reports, combining and interpreting data 
through screening, sorting, and classifying information 
according to the key research questions. The results of 
the final selected studies were managed using a data ex-
traction form designed by the research team, including 
the authors’ names, year of publication, risk type, dimen-
sions, and characteristics of risk management. The infor-
mation was extracted by two people independently from 
the selected articles, and ambiguities were resolved in 
consultation with other members of the research team.

Conclusion, summary, and reporting of results 

The results were analyzed using thematic analysis. 
An initial review was conducted to familiarize oneself 
with the extracted studies, and a thematic framework 
was designed based on specific codes for the studies. 
Another researcher reviewed each study, and the find-
ings were placed within the specific extracted codes. In 
the next stage, following the framework and semantic 
relationships and sometimes merging codes, the main 
themes were extracted, and the findings are organized 
within them. Finally, after ensuring the validity of the 
main themes, they are classified according to the main 
research question and presented in a table of findings.

Providing practical guidelines and recommendations 

After completing the previous stages, based on the ex-
tracted results and the opinions of the research team mem-
bers, guidelines and recommendations were presented as 
an article discussion and knowledge translation.

Results

The search results included 4803 articles. After remov-
ing duplicates, 3758 articles; after extracting the title and 
abstract, 143 articles; and finally, after full-text screen-
ing, 39 articles were included in this study (Figure 1).

Based on the framework presented, the main themes of 
the findings, which include the areas of employees, sys-
tems, materials, and equipment, were divided into four 
main areas of risk management, prevention, prepared-
ness, response, and rehabilitation.

The findings of this research highlight key dimensions 
of employees’ roles across four main areas of risk man-
agement: Prevention, preparedness, response, and reha-
bilitation. In the prevention phase, fostering belief in this 
process by senior managers and policymakers, coupled 
with increasing risk awareness among managers, em-
ployees, and others, is crucial. Preparedness involves 
creating positive attitudes towards incident response, 
empowering staff, participating in drills and training, 
and ensuring staff are adequately planned, equipped, and 

Figure 1. PRISMA diagram for selected studies

PRISMA: Preferred reporting Items for systematic reviews and meta-analyses.
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informed about CBRNE incidents. Clear job descrip-
tions and access to necessary resources are essential 
components that support staff readiness. During the re-
sponse phase, staff play vital roles in crisis management, 
such as disinfection, first aid, decontamination, and care 
and treatment, all while adhering to safety and protec-
tive protocols. The proper use of personal protective 
equipment and compliance with ventilation and safety 
standards are emphasized to ensure effective interven-
tions. Finally, in the rehabilitation stage, the presence 
of specialized regional teams comprising psychiatrists, 
social workers, and psychologists is recognized as im-
portant for comprehensive disaster recovery planning. 
These findings underscore the multifaceted nature of 
risk management, emphasizing the importance of staff 
engagement, training, resource access, and specialized 
mental health support throughout the disaster manage-
ment cycle (Table 1). 

The prioritization of CBRNE events by policymakers is 
crucial for fostering organization, planning, the establish-
ment of laws and regulations, effective communication 
and coordination, and specialization, thereby creating a 
culture of risk management. Legal and financial support, 
along with budget allocation and the creation of legal 
protection for personnel, are essential for enhancing staff 
participation in incident management. Incorporating top-
ics on bioterrorism into the curricula for medical science 
students can raise awareness and prepare future gen-
erations. Risk assessment, reduction, and management 
of hazardous consequences are vital in identifying and 
minimizing weaknesses within crisis management pro-

cesses. Setting and implementing necessary standards 
for CBRNE events, creating safe physical environments, 
and ensuring adherence to personal protection and safety 
protocols are also key considerations. Improving com-
munity mental health and public health measures can 
prevent various incidents. Training across various fields 
and equipping staff as a central component of incident 
management are crucial for preparing medical teams. 
Proper staff planning ensures effective division of tasks 
and enhances overall performance. A robust hospital in-
cident management and command system is necessary 
for better coordination and control during incidents. 
Implementing frameworks, protocols, and roadmaps 
is vital for addressing all types of CBRNE incidents. 
Continuous evaluation and updating of strategies are 
essential for enhancing efficiency and responsiveness. 
Hospitals should plan to provide the necessary resources 
and spaces and to increase staff and equipment capac-
ity for crises. Coordination with internal and external 
organizations is vital for effective collaboration in crises. 
Infection control and decontamination are essential for 
managing and mitigating the risks associated with these 
incidents. In crisis management, conducting a security 
assessment at the incident scene is the first crucial step to 
ensure the safety of staff and patients. Following this, tri-
age and classification of patients are critical to prioritize 
medical treatment and services. Comprehensive medical 
treatment, intensive care, and diagnostic and laboratory 
assessments expedite service provision. Decontamina-
tion and pre-admission measures are vital for preventing 
the spread of infection, and careful environmental dis-

Table 1. Dimensions of employees in four main areas of risk management in CBRNE incidents 

Employees

Rehabilitation ResponsePreparednessPrevention

- The presence of re-
gional groups of psychia-
trists, social workers, and 
psychologists in disaster 
planning [15]

- Role of staff in crisis management 
[16]
- Staff participation at all levels [17]
- Disinfection [18]
- First aid interventions [18]
- Appropriate dressing [18]
-Decontamination [19, 20]
- Care and treatment [3, 18, 19, 21]
- Compliance with requirements by 
staff [22]
- Use of personal protective equip-
ment [18, 20, 23, 24]
- Compliance with proper ventilation 
and safety principles [13, 25]
- Waste management [23] 

- Creating a positive attitude among 
employees to respond to incidents 
[13]
- Empowering managers and employ-
ees [13]
 Participation in exercises [21, 26, 27]
- Participation in periodic training [21, 
26, 28, 29] 
- Staff required in CBRNE incidents [18]
- Planning for staff [17, 27]
- Adequate access to information and 
equipment required for staff [13, 15]
- Existence of precise and specific job 
descriptions for staff [13, 16, 30]

- Belief in the risk manage-
ment process by senior 
managers and policymak-
ers [17]
- Increasing risk under-
standing for managers, 
employees, and others [3]

CBRNE: Chemical, biological, radiological, nuclear, and explosive.	
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chronic risks helps identify and manage health problems 
effectively. Final decontamination of the environment is 
necessary to safeguard public health and prevent com-
munity exposure. Finally, compiling a comprehensive 
report at the end of the incident allows for the summari-
zation of experiences and lessons learned, which is vital 
for improving future processes and planning (Table 2). 

In planning for CBRNE incident response, an appropri-
ate set of critical supplies and equipment is assembled 
to ensure a swift and effective response to emergencies. 
This includes antidotes, emergency medications, and 
rapid treatment supplies that are vital for managing poi-
soning, allergic reactions, burns, and radiation-related 
illnesses. Additionally, drugs for infections, specialized 
medications for specific conditions, general medical 
and surgical, and advanced monitoring and diagnostic 
equipment are prepared to support hospitals and medi-
cal teams. These items must be easily accessible and 
ready for immediate deployment to provide timely as-
sistance to victims and patients. In contrast, protective 
equipment, laboratory tools, and modern technologies 
play a crucial role in preventing the spread of diseases 

infection must be performed. Organized evacuation of 
patients to safe areas and effective management of hos-
pital capacity are key elements of successful crisis re-
sponse. The use of personal protective equipment (PPE) 
and the creation of a safe environment for both staff and 
patients are mandatory. Providing appropriate resources 
and protecting staff health enhances efficiency during 
crises. Public awareness and community education are 
essential for prevention and stress reduction, and effec-
tive volunteer management can establish a support net-
work to distribute tasks. In disaster management, graded 
discharge allows for the safe release of patients based 
on their clinical status and specific needs. Offering reha-
bilitation services boosts patients’ quality of life and aids 
recovery. Reducing health, social, and economic impacts 
following an incident is a primary goal of disaster man-
agement, achievable through community-based reha-
bilitation programs. Preventing lifestyle-related diseases 
among victims and adopting preventive approaches im-
proves public health and minimizes future pressure on 
the healthcare system. Follow-up care through telephone 
check-ins and educational recommendations is crucial 
for ongoing patient support. Additionally, reassessing 

Table 2. Dimensions of systems in four main areas of risk management in CBRNE incidents 

Systems

Rehabilitation ResponsePreparednessPrevention

- Graded discharge [31]
- Provision of rehabilitation 
services [13, 18]
- Reduction of health, so-
cial, and economic conse-
quences of the incident 
[17, 30]
- Prevention of lifestyle-
related diseases [32]
- Follow-up of patients at 
home by telephone and 
provision of educational 
recommendations [15]
- Re-assessment of the 
presence of chronic risks 
[16, 19]
- Final decontamination of 
the environment [19]
- Final and complete report 
at the end of the incident 
[33]

- On-scene security assess-
ment [34]
- Patient triage and classifi-
cation [3, 18, 30, 35-37] 
- Comprehensive medical 
treatment [3, 18, 19, 21, 24]
- Patient management and 
critical care [13, 20, 22]
- Diagnostic and laboratory 
assessments [13, 15, 38]
- Decontamination and pre-
admission measures [18, 
20, 21, 25]
- Control and disinfection
[13, 18, 20, 23, 24, 33]
- Organized evacuation to 
safe areas [18, 32, 39]
- Hospital capacity manage-
ment [3, 35]
- Personal protective equip-
ment and staff safety [18, 
20, 23, 24]
- Hospital and environmen-
tal infrastructure [40]
- Resourcing and support 
[13, 15, 21, 25, 40, 41]
- Staff health protection 
[33, 37]
- Public awareness [23, 34]
- Volunteer management 
[36]

- Staff training and practice [3, 
16, 21, 28, 37, 42, 43]
- Staff planning [13, 37, 44]
- Existence of frameworks, 
protocols, and roadmaps 
for dealing with all types of 
CBRNE incidents [24, 37, 40, 
45]
- Existence of a hospital inci-
dent management and for-
matting system [18, 30, 41, 43]
- Provision of resources [3, 18, 
37, 40, 42] 
- Provision of necessary spac-
es [13, 16]
- Increasing capacity (force 
and equipment) [3, 36]
- Internal and external coordi-
nation [16, 21, 23]
- Continuous assessment [13, 
16, 30]
- Infection control and decon-
tamination [13, 20, 21, 32, 37]

- Existence of organization, planning, laws 
and regulations, communication and co-
ordination, specialization, culture, against 
risks [13, 15, 17, 19, 23, 30, 36, 46]
- Priority of CBRNE events for policymak-
ers [24]
- Existence of legal and financial support 
[24, 39]
- Allocation of funds for hospital pre-
paredness [24]
- Inclusion of CBRNE incidents in the cur-
riculum of medical science students [47]
- Risk assessment and mitigation of haz-
ardous consequences (FMEA) [17, 21, 24, 
36, 38] 
- Appropriate and safe physical space [13, 
16]
- Increasing employee participation in in-
cident management [17]
- Appropriate personal protection and 
safety requirements [18, 23, 36,39]
- Setting and implementing the necessary 
standards regarding CBRNE events [13, 
22, 24, 40]
- Strong and equipped emergency medi-
cal system [32]
- Determining safe areas and high-risk ar-
eas in the hospital [18, 42]
- Increasing community mental health 
[32, 37, 48]
- Public health measures [32, 37, 48] 

CBRNE: Chemical, biological, radiological, nuclear, and explosive.	
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In this discussion, we explore the various dimensions 
of crisis management in CBRNE incidents, focusing on 
personnel, systems, materials, and equipment.

Employees

A positive attitude towards risk management among 
employees is essential for effective incident response. 
Experience indicates that organizations where employ-
ees feel involved and have a sense of belonging tend to 
manage risks and challenges more effectively [51]. Ac-
cording to a study conducted in Iran, one of the most 
important strategies for addressing potential obstacles to 
hospital preparedness for CBRN incidents is a positive 
attitude among staff [13]. Similarly, research highlights 
the importance of senior managers and policymakers 
supporting the risk management process. When lead-
ers recognize the significance of this process in strategic 
planning and integrate it as a core element, it fosters an 
environment conducive to establishing a risk-oriented 
culture within the organization [52]. The results of a 
study showed that, due to insufficient knowledge in the 
field of crisis management among senior managers, this 
issue was not prioritized. Therefore, the hospitals studied 
lacked crisis management [17].

and safeguarding healthcare personnel. PPE, radiation 
detectors, air purification systems, and infection control 
infrastructure are vital for environmental management 
and reducing biological and radiological risks. Commu-
nication devices, high-flow medical gases, and security 
and physical protection measures are also necessary for 
better crisis management and ensuring the safety of staff 
and injured individuals. By continuously preparing these 
materials and equipment, disaster management systems 
can respond quickly, efficiently, and cohesively to inci-
dents and emergencies. This, in turn, helps prevent more 
severe consequences and reduces both human and finan-
cial losses (Table 3).

Discussion

In today’s world, crisis management is increasingly 
recognized as a vital component of maintaining public 
safety and health. In light of the unexpected events that 
society encounters, including chemical, biological, ra-
diological, nuclear, and explosive incidents, the signifi-
cance of effective crisis management in such situations 
is becoming ever more apparent.

Table 3. Dimensions of materials and equipment in four main areas of risk management in CBRNE \ncidents 

Rehabilitation Response
Materials and Equipment

Prevention
Preparedness

--

- Antidotes [18-20]
- Emergency drugs and urgent treatments (analgesics and sedatives, cardiovascular 
drugs, respiratory drugs and glucocorticoids, injectable solutions and plasma, anti-
septic and antibacterial drugs) [19]
- Radiation drugs
- Burn drugs and skin care drugs [20]
- Poisoning drugs [20]
- Anti-infective drugs [20]
- Anti-allergy and irritation drugs [19]
- Special drugs and special treatments [20]
- General medical supplies and equipment [16, 21, 24, 33, 49] (personal and protec-
tive equipment - clinical care - disinfection and sterilization equipment - hygiene 
supplies)
- Surgical and treatment supplies and equipment [13, 16, 22] (surgical supplies and 
dressings - surgical equipment - orthopedic equipment - suction and respiratory 
equipment)
- Medical equipment for special care and emergency treatments [16, 18, 25, 32] 
(emergency supplies and equipment - measuring and monitoring equipment)
- Laboratory and diagnostic equipment [13, 15, 38]
- Equipment for protection against radioactive substances [16, 31, 33, 50]
- General Equipment Hospital [19, 28]
- Personal Protective Equipment (PPE) [18, 20, 23, 24]
- Presence of radiation detectors [23, 33]
- Air purification equipment [23]
- Anti-pollution infrastructure and equipment [18, 44]
- Communication technology [21, 30]
- Essential equipment for security and physical protection [16, 23, 39]
- Presence of high-flow oxygen and medical gases [16, 18, 19]

-

CBRNE: Chemical, biological, radiological, nuclear, and explosive.	
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Another crucial requirement for successful incident 
management is employee participation in regular train-
ing and exercises. This training not only enhances em-
ployees’ skills and readiness to respond to incidents but 
also boosts their self-confidence and capabilities [53]. 
According to studies, training and exercise influence 
hospital performance. Training and exercise were ap-
propriate educational content in accordance with up-to-
date changes in the field, with intermittent exercises. The 
training process should be structured to provide accurate 
information about various risks and effective methods 
for managing them. Additionally, proper planning for as-
signing responsibilities, along with providing employees 
with the necessary equipment and information, is vital in 
this regard [21].

Having a clear job description for each employee is 
particularly important. It not only defines their duties 
and responsibilities but also facilitates task performance 
and enhances overall productivity [54]. Employees are 
recognized as a key factor in various stages of crisis 
management. Activities such as decontamination, disin-
fection, care and treatment of the injured, and effective 
waste management heavily rely on the level of employee 
participation during crises [55].

The use of PPE and adherence to safety and ventila-
tion protocols in the workplace are essential for main-
taining employee health during relief efforts [56]. This 
underscores the necessity of providing employees with 
adequate support and the appropriate equipment to ef-
fectively fulfill their responsibilities. Studies have also 
shown that another crucial factor in preparedness for 
these incidents is adequate, accessible, and up-to-date 
storage of PPE [24].

The presence and collaboration of specialized groups, 
such as psychiatrists, social workers, and psychologists, 
play a crucial role in disaster planning. Research indi-
cates that these professionals not only address individu-
als’ immediate psychological needs but also contribute 
to the development of comprehensive crisis management 
strategies [57]. Meeting the psychological and social 
needs of individuals following disasters helps mitigate 
negative psychological and social impacts, facilitating 
community rehabilitation. This group helps survivors 
process immediate distress, foster resilience, and rebuild 
hope by facilitating coping strategies for both affected 
individuals and response workers. They also conduct 
psychological assessments and guide mental health pre-
paredness and risk communication [58].

System

Effective organization and planning for CBRNE inci-
dents require careful attention to laws and regulations. Le-
gal and financial support is critical for strengthening the 
infrastructure of crisis management, which depends on a 
transparent and enforceable system [59]. These incidents 
pose complex, multidimensional threats that require a 
comprehensive and resilient response infrastructure. The 
synergistic interplay between strong legal frameworks and 
sustainable financial mechanisms underpins effective cri-
sis management, ensuring preparedness, timely response, 
transparency, and accountability. Governments and agen-
cies must prioritize strengthening these pillars to safeguard 
communities and maintain national security against the 
evolving challenges posed by emergencies [9].

Designing educational programs on CBRNE incidents, 
particularly for medical students, is a key strategy for en-
hancing public awareness and preparing future genera-
tions. In this context, the Ministry of Health can adopt 
a preventive approach by organizing appropriate train-
ing courses for specialists and graduates. Only a small 
proportion of medical schools currently offer dedicated 
CBRNE education, despite recognition of the need for 
early, comprehensive training in this field. A 2024 study 
of US allopathic medical schools revealed that just un-
der 10% provided formal instruction regarding these in-
cidents in their curricula, pointing to a significant educa-
tional gap and the necessity for national-level strategies 
to address it [60].

To mitigate the dangerous consequences of incidents, 
conducting environmental assessments and identifying 
vulnerabilities are crucial. Risk and safety assessment 
processes not only help pinpoint and clarify these vul-
nerabilities but also enhance organizational preparedness 
to face incidents [61]. A systematic review on hospital-
based preparedness for CBRNE disasters highlights the 
critical role of hazard vulnerability and risk assessment 
in identifying gaps and prioritizing preparedness mea-
sures such as decontamination, PPE, and detection ca-
pabilities. The review also discusses standardizing hos-
pital equipment and training to improve readiness [5]. 
Additionally, effective intra- and inter-organizational 
communication plays a vital role in improving incident 
response [62]. A study in the US federal response frame-
work highlights the importance of embedding scientific 
and technical experts in incident management systems 
to optimize decision-making and coordination during 
CBRNE incidents. Effective communication among se-
nior responders, supported by prior training, is key to the 
success of tactical and strategic responses [9].
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Continuous staff training is essential for successful 
incident management. Training programs should en-
compass safety protocols, the effective use of PPE, and 
crisis management strategies. Regular exercises and 
realistic simulations involving collaboration with other 
organizations can significantly enhance the readiness 
and response speed of medical teams [63]. A system-
atic review on hospital-based preparedness measures for 
CBRNE disasters highlights the critical role of regular 
training exercises in improving staff readiness. It em-
phasizes the need for incident-specific and continuing 
education focused on response protocols, triage, and de-
contamination procedures for healthcare personnel [5]. 
Additionally, providing adequate resources and creating 
a safe environment for both staff and patients are criti-
cal during crises. Infection control and effective strate-
gies to minimize contamination are fundamental pillars 
of crisis management. Integrated approaches, including 
the establishment of disinfection procedures and medical 
waste management, are vital for reducing the risks as-
sociated with CBRNE incidents [64]. A detailed review 
of event management in Malaysian healthcare stresses 
the importance of rigorous infection control measures 
and efficient waste management protocols to safeguard 
healthcare providers, patients, and the community 
against biological and other hazards within medical fa-
cilities [65].

In CBRNE crisis management, following the initial as-
sessment, triage, and classification of patients to priori-
tize treatment can be highly effective [66]. The results 
of an article point to the importance of detailed triage 
zones, protocols, such as simple triage and rapid treat-
ment (START), and patient classification methods cru-
cial during chemical, biological, radiological, and nucle-
ar mass-casualty incidents. It emphasizes the importance 
of rapid initial triage, categorization by severity and 
contamination status, and coordination of triage officers 
in multiple zones to optimize patient care and resource 
allocation [67].

Decontamination measures and the establishment of a 
safe environment through careful control and disinfec-
tion are crucial for preventing the spread of infection 
[68]. Articles present optimized methods for dry and wet 
decontamination relevant to hospitals and first respond-
ers, underscoring early contamination removal to protect 
personnel and facilities [69, 70]. Additionally, organized 
evacuation of patients to safe areas and management 
of equipment and manpower capacity are key compo-
nents of an effective crisis response [71]. According to 
study results, principles of casualty management include 
safety, triage, casualty hazard management, evacuation 

to forward casualty collection points, and coordination 
of medical resources and personnel during CBRN inci-
dents [72].

The use of PPE and the provision of necessary resourc-
es not only ensure personnel protection but also enhance 
efficiency during a crisis [73]. Strong human resource 
governance during crises complements the use of PPE 
and resource provision, enabling organizations to main-
tain operational continuity and staff morale [74]. Fur-
thermore, public education and volunteer management 
can significantly reduce stress and create a supportive 
network in these challenging situations [75]. Volunteer 
management supports this process by organizing com-
munity members to strengthen social support networks, 
provide practical help, and maintain communication 
channels. Engaged volunteers can aid in information dis-
semination, logistical support, and emotional assistance, 
thereby alleviating pressure on professional responders 
and fostering a sense of collective efficacy and resilience 
in the affected population [76].

The findings on the graded discharge of patients in di-
saster management indicate that this approach enhances 
both discharge quality and patient health. It enables 
patients to be safely released from the hospital based 
on their clinical status and specific needs [77]. Graded 
discharge, as part of disaster patient flow management, 
enhances patient outcomes by ensuring that discharge 
decisions are tailored to individual clinical conditions 
and recovery trajectories. It supports hospital capacity 
management by prioritizing ongoing care resources for 
more severely ill patients [78]. Additionally, the provi-
sion of rehabilitation services is recognized as a crucial 
tool for mitigating the health, social, and economic con-
sequences of disasters. These services assist patients in 
rebuilding their quality of life after critical events and 
help prevent new issues from arising [79]. Disaster 
survivors receiving rehabilitation services have shorter 
hospital stays and better recovery compared to those 
without such services or supervision by rehabilitation 
specialists [80].

Moreover, preventing lifestyle-related diseases and 
conducting follow-ups with patients via telephone, 
alongside providing educational advice, can raise aware-
ness and improve health behaviors [81]. Preventing life-
style-related diseases through education and telephone 
follow-up is a validated strategy to raise health aware-
ness and improve behaviors, safeguarding patient health 
during and after crisis events. These insights align with 
WHO and disaster health management frameworks em-
phasizing prevention, education, and continuity of care 
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for non-communicable diseases in emergencies [82]. It 
is also essential to re-evaluate chronic risks and perform 
final environmental decontamination to maintain public 
health. Finally, providing a comprehensive report at the 
end of an incident can summarize experiences and in-
form improvements in future crisis management plan-
ning [83]. Chronic risk re-evaluation ensures that ongo-
ing, latent hazards are identified, assessed, and mitigated 
as part of a continuous risk management cycle [84]. 
Furthermore, providing a comprehensive incident report 
at the conclusion of a crisis is a fundamental part of di-
saster risk management and continuous improvement. 
Comprehensive reporting summarizes the incident ex-
perience, including risk assessments, response actions, 
resource use, and outcomes [85].

Materials and equipment

The provision of antidotes for chemical toxins and emer-
gency medications is crucial for the timely management 
of health crises. Doctors must have quick access to these 
drugs to minimize treatment time and improve patient 
outcomes [86]. In cases involving the release of radioac-
tive materials, the availability of specific medications and 
related antidotes becomes even more vital, as these can ef-
fectively reduce complications associated with radiation 
exposure [87]. Studies have shown that stockpiling and 
rapid distribution systems for antidotes and emergency 
drugs are essential to provide frontline medical staff with 
fast access during mass-casualty incidents [88].

Accidents involving chemical or thermal agents often 
result in severe burns and serious infections [89]. There-
fore, the availability of burn medications and antiseptics 
for infection control is essential. Additionally, having 
drugs to treat poisoning and anti-allergy medications 
can be beneficial in managing allergic reactions during 
CBRNE incidents [90].

The provision of general medical supplies and equip-
ment, including PPE, clinical tools, and disinfection and 
sterilization devices, is crucial for planning CBRNE inci-
dents. All equipment must comply with health and safety 
standards [87]. Additionally, surgical supplies, dressings, 
and emergency life-saving equipment must be fully 
stocked, as they can be vital for saving patients’ lives 
during crises. Adequate access to oxygen and medical 
gases is also vital for intensive care and effective man-
agement of health incidents during crises. Laboratory 
equipment for disease diagnosis and protection against 
radioactive materials is also an essential requirement 
[91]. Establishing a robust communication infrastructure 
and providing reliable communication technologies are 

critical for coordination between organizations and fa-
cilitating rapid incident response [92]. Furthermore, en-
suring the security and physical protection of hospitals 
and health centers during incidents is essential [5]. 

Conclusion

Implementing crisis management methods across all 
organizations and institutions is vital to maximizing the 
ability to respond to critical incidents. When organiza-
tions align personnel preparedness with robust systemic 
frameworks and well-provisioned materials and equip-
ment, crisis response becomes more efficient, transparent, 
and adaptable to evolving threats. Considering the key 
role of employees and access to resources, training, and 
deployment of specialized teams to crisis management 
will lead to enhanced employee safety, improved response 
to CBRNE events, and improved community recovery. A 
continuous approach to evaluating and updating strate-
gies, as well as improved interdepartmental communica-
tion and collaboration, should be a key to success in risk 
management at the organizational and community levels. 
With this strategy, hospitals and healthcare institutions 
can better perform during crises and significantly contrib-
ute to improving and maintaining community health. By 
considering these elements as key strategies for respond-
ing to CBRNE incidents, we can establish a successful 
model for managing future crises.

Limitations

 Although multiple databases were searched, some rel-
evant databases or gray literature (e.g. government re-
ports, organizational guidelines, and unpublished theses) 
may have been missed, affecting comprehensiveness.

Due to the use of articles in English and Persian, the 
study may be more focused on examples and experienc-
es from countries or communities that use these languag-
es ​and less concerned with global models or experiences.

CBRNE preparedness is a rapidly evolving field. Con-
sidering that this study spans a wide time range, older 
studies may not reflect current practices, technologies, 
or incident command structures, affecting applicability 
to present-day hospital preparedness.

Regional differences in culture, economy, infrastructure, 
and policies can affect every stage of risk management; 
therefore, a single strategy cannot be provided in this area. 
Effective strategies include implementing local approach-
es, using flexible budgets, providing training tailored to 
local conditions, and evaluating with local indicators.
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